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Definitions

= Language may differ
= _...but aims are the same

....risk .... Is defined as an expression of the likelihood that a defined threat will target and successfully attack a specific security
vulnerability of a particular target or combination of targets to cause a given set of consequences.

The first step in the process of managing security risks is to identify and analyze the threats and the vulnerabilities facing

a facility.......
y Ref. API: Security Vulnerability Assessment Methodology for the Petroleum and Petrochemical

Industries
A risk assessment will help you review the threats you might be facing, including their likelihood and impact. You

can then identify your vulnerabilities to these threats in a prioritised and proportionate manner and where

necessary develop new mitigation strategies.
Centre for the Protection of National Infrastructure

..risk ...is...combination of the probability of an event and the consequences of the event.

...a systematic approach to the identification of hazards and the assessment of the associated risk in order to
provide information to aid decision making on the need to introduce risk reduction measures.

ISO 17776 Petroleum & Natural Gas industries - offshore production installations - Guidelines on

tools and techniques for hazard identification and risk assessment TUVRheinland®
A Risktec




Risk Assessment

Step 1: Assets 1.1 Identify critical assets and infrastructure
1.2 Evaluate existing countermeasures

Characterization 1.3 Evaluate severity of impacts
—P Hazard identification Step 2: Threat 2.1 Adversary identification
2.2 Adversary characterization
Assessment 2.3 Target attractiveness
¢ 2.4 Select targets for further analysis
Risk estimatiqn and ranking | Identification of Step 3: 3.1 Define scenarios and evaluate specific consequences
of risks possible Vulnerability 3.2 Evaluate effectiveness of existing security measures
¢ additional risk Analvsis 3.3 Identify vulnerabilities and estimate degree of vulnerability
reduction !
Risk evaluation and >
Implementation of risk reduction 4.1 Estimate likelihood of attack by vulnerability, threat, and
to ensure regulatory compliance |4 Step 4: Risk attractiveness
Assessment 4.2 Evaluate risk and need for additional countermeasures
Review Step 5: 5.1 Identify and evaluate countermeasures options
5.2 Prioritize potential enhancements by cost, effectiveness, and
COUﬂ;EI’I’:’IE?SUI’ES other factors
nalysis
Ref. HSE’s Information Sheet Guidance on Risk Assessment for Offshore Installations Ref. API: Security Vulnerability Assessment Methodology for the Petroleum and Petrochemical
Industries

TUVRheinland®
3 Risktec




Choice of approach

. . Nothing new or unusual
Standards * Well understood risks

+ Established practice

* No major stakeholder implications

Intolerable Quantitative

ALARP
Region

« Lifecycle implications

* Some risk trade offs/transfers

» Uncertainty/deviation from standard, best practic
« Significant economic implications

I-Quantitative

Risk Level

* Very novel or challenging
Company « Strong stakeholder views and perceptions
Values Societal » Significant risk tradeoffs or risk transfers
Values  Large uncertainties
» Perceived lowering of safety standards

Broadly
Acceptable Qualitative

Com plexity > Ref: UKOOA A Framework for Risk Related Decision Support
Low complexity High complexity
Solution is obvious Difficult solution
Situation covered by One-off situation
codes and standards No relevant standards/guidance

After: Guidance on Risk Assessment for Offshore Industries HSE 3/2006

TUVRheinland®
4 A Risktec




Basic Premise

The better we understand a risk, the better we can
= Evaluate it

= Monitor it

= Audit it

= Communicate it

= Treat it

Establishing the Context

Risk Asgessment

Risk Identification >
Communication ! Monitoring

and Risk Analysis > and
Consultation l Review

v

Risk Evaluation

Risk Treatment

i

Ref. ISO 31000

TUVRheinland®
A Risktec




Basic Bowtie diagram
Prevention Mitigation

G777 777777

g Hazard
7

N

Consequence

Barriers TUVRheinland®
6 PH&RA Part 1 v1.5.1 Rl Sktec




Assuring barrlerplnte rity

reve Mitigation
Inspection
To:
- Check
currency
- Verify
performance

Barriers

= Job descriptions
= Competency requirements
» Required documentation

Critical activities

—

(I T
b T

iy iy Critical equipment = Strategic Design Requirements

= Standards of performance

— ' TUVRheinland®
, A Risktec




Blockading of
construction

Example Security Bowtie

m

M

activities, |_| u |_| | | u | | | ‘ u |_| u
obstruction of Contract security The authorities are Training and clear Options for legal Workers transported Community liaison COMPANY currently Construction
access guards maintain aware of instructions given to | [ action explored and to site by minibus / programme - involved in industry
clear access to site construction construction workers understood but multiseated jeeps sustained forum with project
™ activities and approach is to rely and vans - less communication, opponents /
respond to uphold on existing vulnerable than education, welfare, stakeholders to gain
the law legislation rather individuals driving provision of

than obtain private vehicles. All
injunctions

Qualified first aiders
(Construction
Contractor) and
trained paramedics
(Security Contractor)
present at site at all
times

emergency response
plans (Construction
Contractor ERP)
include actions to be

taken in event of
injury to member of
staff or contractor

facilities / benefits -
counteract the

negative message

put out by protestors

Media relations to
counteract negative
message put out by
protestors / negative

publicity

company and

contractor vehicles
fitted with forward
facing cameras for
evidence gathering.

mutual

Serious injury /
understanding

fatality - staff,
contractor

Arrangements in
place to evacuate
casualties to nearest
hospital - contact
details for nearest
doctors and hopsitals
included in ERP
3]
Construction Qualified first aiders
emergency response (Construction
plans (Construction Contractor) and
Contractor ERP) trained paramedics
include actions to be | |(Security Contractor)

taken in event of present at site at all
injury to Police times

New worker

arrives on site
without training?

m
L

Daily toolbox talks
on site

M
Ll

Post incident
debriefing of
workforce

M
Ll

Approaches to site

are clear and open perimeter fence to

e.g. no vegetation or restrict access
other structures [E3]

which could provide
cover and allow

people to approach

the site unobserved

Hostile Protestor
Action During
Construction

M
Ll

Arrangements in
place to evacuate
casualties to nearest
hospital - contact
details for nearest
doctors and hopsitals
included in ERP

Intruders / entry [=
into construction

m
Ll

Security kick off
meeting at the start
of each shift and
daily briefings to

update the Team

Leaders of present

situation and current
intelligence

A
||

Media relations to
counteract negative
message put out by
protestors / negative
publicity

site

m
L

Site surrounded by

Serious injury /
fatality - Police

m
L

24 hour security
guards present

M
Jal

CCTV and onsite Identity checks /
command centre to | [security pass system
detect intruders to prevent
T+ unauthorised entry
onto site - swipe
card issued as part
of induction and
swipe card reader at
site entrance

m
Ll

Training and clear
instructions given to
construction workers
e.g. do not engage

m
Ll

m
L

Security plans
include actions to be
taken in the event of

intruders. Security
guards instructed to

either remove
intruders or contain
them until the
authorities arrive.

m
Ll

Authorities are
aware of
construction

Example
Facility: Action
Against
Facilities /
Personnel

Serious injury /
‘atality - protestor
(falls off fence,
pushed under
truck)

Violence towards
workers, security,

m
hd

See controls for
intruders on site
above

M
L

Strict control of work
force personal data
(addresses, phone
numbers, etc.) -
paper based and IT
systems

M
Ll

Security guards
instructed to either
remove intruders or
contain them until
authorities arrive.

m
Ll

Workers transported

to site by minibus /
multiseated jeeps
and vans - less
vulnerable than

etc. from intruders

M
L

Reporting of security
concerns actively
encouraged (to
immediate line

m
L

Likely problems /
protestor actions
(including

m
L

Support provided to

i

Intimidation of
workforce

Community liaison
workforce e.g. programme -
regular post-incident sustained
intimidation) covered debriefs and
manager or project in detail in worker
individuals driving manager) and
private vehicles. All

activities and

with protestors respond to uphold

[

induction
company and
contractor vehicles
fitted with forward
facing cameras for
the law

evidence gathering.

details passed to the

counselling could be
authorities

communication,
arranged if required

education, welfare,
provision of
facilities / benefits -

Use of 3rd party ’

counteract the
negative message
put out by protestors
and reduce risk of
intimidation
H |-| Asset damage,
vehicle as u |_|
weapon / means
of inflicting Equipment parked in
damage

secure location
overnight - security
monitored

sabotage,
vandalism of
equipment

Equipment operators
do daily checks of
equipment integrity
(e.g. vehicles, lifting
equipment) to
ensure it is safe to
use and hasn't been
tampered with

Arrangements in

place to procure /

hire replacement
equipment if
necessary

TUVRheinland®
Risktec




Issues for Consideration

= Level of detall
— What do you want to find out?
= Barrier independence
— What have we got?
= Use of Escalation Factors
— How might it break?
= Effectiveness and acceptability
— Is it good enough?
= Additional information
— Data and more data

= [ntegration
— Avoiding silos

A

TUVRheinland®
Risktec




Level of Detall

= Screening
— What are the scenarios of concern?

= What is it that you want to understand better?
— High level view e.g. corporate risk profile
— Topic specific e.g. information security
— Location/issue specific e.g. action against a site

Internal
Security Events

Vetted Staff
- Sabotage

““

“‘1

h VWA WA N ‘
Os\/‘ee(:rl:/?:et\x . . Internal Risks . Internal
Secé?itte;r?\allents Staff acting Personnel .
- Ordnance \\‘ under duress \\\‘
e Loss of Life S
Vetting proces
Forced ﬁ Hostile action Hostil .
Incursion - X Impersonation Operating against _ - osti e_actlon
Ground Operating Airbase: personnel Operating against
B Alrba_se: B Hﬂ Internal E Airbase: personnel
Action Access process Risk
Event
e Personnel...
Forced _ Hostile action ) )
Incursion - Air Contract Staff against assets _ Hostile action
against assets
N —
Disruption to e
Operations Escort Control _
External _ Military _
Ordnance Personnel

g TUVRheinland®
Indu§trial Emergency N
Action Services Rl SkteC



Dependency

If controls are dependent, there is less defence

PN
N N N N
S S — " Baricn M

Threat Barrier —— Barrier

A 4
= What counts as dependency?
— Same person?
— Same systems?
— Common services, contractors?
= Separate bowtie for common areas?

TUVRheinland®
A Risktec



Escalation Factors

= Allows for local failure cases

— By time...
— By location.....
— By activity......
= Contain a lot of information

Recruitment
and Vetting

process

but can get very repetitive or obstructive

™

— - — H

Role/job HR issues Physical vetting Security Office | |Permanent access

description Clearance Forms appointment issue employee | [only granted after

defines what which are between with baseline security induction
clearance - SAP completed

clearance level is
required

[

completed by
employee and
returned to
Security Office for
review

3]

employee and
Security Office to
confirm all details
(employee is on
an 'Escorted' pass
for this visit)

records created
and confirmation
sent to Reception
to allow issuing of
'Visitor' pass

E3|

Site:
Security
Risk
Personnel
within site...

confirmation
form does not

Attendance at []

site before
commencement
of work e.g. Treated as
Visitors until

interview,
medical
is confirmed

[

M

Recruitment

LI

lul

and Vetting
process
Role/job HR issues Physical vetting
description Clearance Forms appointment
defines what which are between
clearance level is | | completed by employee and
required employee and | [Security Office to
returned to confirm all details

security clearance

Security Office for | | (employee is on

review
for this visit)

Errors in
records held by
external
Security Offices

Security
Clearance
expires during
employment

All Security
Offices will be
subject to annual
audit by relevant
Government
Licensing agency

entered into SAP

security clearance
when required

security I~
clearance
Details obtained || On first attend at

Security Office to
Security Office (of | [st
company holding
SC)and on
confirmation
ownership
transferred

Security Office to

site, current
ecurity clearance

checked by
physical vetting
appointment at

verify ID against
form

ISecurity clearance
expiry is coded
into access
control system -
will not allow
access to

buildings on
expiry

Expiry date

and Urenco
reapplies for

Security
Clearance

SC confirmation
form includes
details of photo
ID presented at
initial granting of
security clearance

include
photograph

Physical check of

form of photo 1D

Planned to have

approved (by Police Document
CNISS Awareness
requirements) Training (to

identify forged

documents) for

personnel who

are required to

check document:

as part of their
work

s

Security vetting[}
staff under
duress

Security Office
issue employee
with baseline
clearance - SAP
records created
and confirmation
sent to Reception
an 'Escorted' pass | [to allow issuing of
"isitor' pass

Permanent access

only granted after

security induction
completed

All foreign
nationals have to
be pre-approved
by either Security
Office or
designated
authority
(depending on

designation)

Security Office [

confirm
incorrect
clearance - Security
either Vetting staff are
malicious, error DV cleared
or familiarity

Aftercare annual
assessment of DV
status (formal
review every 7
years if annual
assessment not
completed)

Staff

TUVRheinland®
Risktec

Site:
Security
Risk
Personnel
within site...




Effectiveness and Acceptability

= Estimation of control effectiveness allows for assessment of acceptability
= Bowties allow decision making, not a decision maker

= Controls may be graded by
— Gut feel
— Scaling, 1-3, 1-5
— Numerical
— SIL/LOPA pfd

= Effectiveness influenced by e.qg.

— Robustness
— Reliability
— Human involvement
— Ease of defeating etc.
= Not all threats are equal

Effectiveness

Partially
Effective

Rating Isit used? Does it work/is it effective/human Bowtie
Is dependency? code
place'«’
Very Reliable Always Control has more than a 99.5 % of working
when required, no human involvement
Reliable Frequently Control has a > 90 % chance of working when
required, little human involvement
Fairly Reliable Mainly Control has a < 90 % > 60 % chance of
working when required, active human
involvement
Unreliable Occasionally | Control has a < 60 % > 30 % chance of
working when required, very active human
involvement, complex and stressful to operate
Very Rarely Control has less than a 30 % chance of
Unreliable working when required, continuous human
involvement, very complex
- - Additional risk reduction measure (as part of
o e ALARP demonstration)
Field & i -onducted as per Performance Standard;
Functlons propedy when tested
Processes: Audits conducted, corrective actions resolved or planned
Personnel: HSE training up-to-date, Personal Job Profile accurate; Competence
assured; Contractor HSEMS meets d:
Internal or Asset No or Low audit finding
Integrity Audit
Incident |Control is in place 7 5 A
Investigation Barrier Operating Effectiveness Level
Field ience d conducted but needs frequent
ad]ust:mentto pass function test; some backlog of preventive maintenance
activities that could impair performance - =
Processes: Not applied consistently but still considered functional by each Industry Industry Minor Ma]or
crew . .
Personnel HSE training only partially up-to-date, all Personal Job Profile not be_St standard degradatlon degradatlon
d; Contractor HSEMS has some deficiencies Pl'aCtlce /
Internal or Asset | |Medium audit finding world class
Integrity Audit
Incident Investigation determines Human Element is at fault Industry best practice 4
Investigation / world class 5 - 3
Field Experience Control is Missing, Failed, or does not meet mandatory aspects of )
performance standard. 5
Internal or Asset High or Serious audit finding =
i A EY Industry standard 5
Incident Control found to be Missing or Failed 3 [
Investigation a 5
i .2 | Sub-standard 4
(RS
=
o & ]
@ W Tneffective or 3
unknown

e N15KICC



Additional Information

= Once basic bowtie established, each barrier is an opportunity to ask questions
= Additional information can be displayed

= Easy to get carried away

Adversary Type

- Insider threats

- External threats

- Insiders/Colluders

=

Quality

- Complete (not dependent on other countermeasures)

- Patrtial (is dependent on other countermeasures)

Effectiveness

- Very Poor

=

CCTV monitoring
of approach road

Security Dept
Detect

Partial

Security Guard
checks at entry
point

Gate Security

Threat
Source _ Insider
- Terro_”StS Disgruntled
- Activists Employees
- Employees
- Criminals
Barrier Type
- Physical/Engineered
Fences, Plant Layout, Buildings
- Procedural

Physical/Engin'rd

Access, Document Control, Maintenance, Emergency response

- Management/People

Vetting, Responsibilities, Competence Assurance

- IT/Computer
Software based

Defend
Complete
Management/People

Security Checklist

T

Documentation

- Poor
- Good
- Very Good

- Responsible/
Accountable

\ Countermeasure Type

- Detect

- Deter

-  Defend

- Delay
Deploy

Detain TUVRheinland®
A Risktec




Integration

= Same basic objective of preventing harm to people and assets
= Conflicting approaches?

— Prescriptive vs Risk Based

— Need-to-Know vs Open Communication
= Differing needs? e.qg.

— Restricted access to remote facilities

— Access for emergency services

— Bottlenecking of escape routes

— Dissemination of information
= Some involvement of security in safety analysis. Vice versa?
= Use of a targeted bowtie involving all parties

Regulare =
maintenance
access required

L
Self closing =
doors impede
emergency
escape

Vulnerability of -
Unmanned

installations to be
fenced and locked

H

d

Key held with
security station -
manned 24 hours

Install marked
kick-out panels

Use of third = H
H
All third parties

require security
clearance

Urgent
breakdown
maintenance

Emergency

response/
access

Personnel L
recruitment

““

. Integration

NN

Site:
Potential
areas of

conflict




Lessons Learnt

= Screening
= [nvolve people with knowledge of the subject
— What is actually present, rather than what we wish for
— Create ownership
— Obtain practical solutions
= Define the scope
* Check the logic
— This causes this results in this
= Define controls explicitly
— Check that they protect against a threat or minimise a consequence
— Procedures are rarely barriers
= Remember Zymurgy’s First Law

TUVRheinland®
A Risktec




Summary

= Widely accepted method within the HSE field
= Graphical format allows for
— Clear communication and understanding
— Encouraging use
= Can be used for assessing current controls, auditing and investigations
= Easily scalable
= Predominantly qualitative
= Can appear deceptively simple
= Needs rules — to guide rather than mandate

TUVRheinland®
A Risktec



Thank you for your attention

Any Questions?

Andy Lidstone — Principal Consultant
andy.lidstone@Risktec.tuv.com
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